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SUMMARY 
Cyber-crime is growing exponentially and Canadian governments at all levels 
have not kept pace quickly enough to protect both themselves and private 
enterprise. Evolving technology allows for ever-more sophisticated cyber-
threats to intellectual property, but some businesses and governments have 
neither changed their pre-internet thinking nor established adequate safeguards.

Protection should start with educational campaigns about the scope and 
varieties of risk that permeate the private sector, e-commerce and smart cities 
using the internet of things. Thirty years ago, just 32 per cent of the market value 
of Standard & Poor’s 500 companies was based on intangible assets, mainly 
intellectual property. Today, that figure stands at 80 per cent and protecting 
those assets from cyber-crime is of vital importance.

While cyber-criminals look to make money off of phishing scams, their interests 
have also extended to infiltrating proprietary industrial designs, resource 
management and information affecting acquisitions. The fact that some countries 
see this type of crime as a normal way to gain access to foreign business 
information is often poorly understood by Canadian businesses accustomed to 
functioning under much higher ethical standards.

The e-commerce realm faces its own cyber-threats including those affecting 
privacy, data sovereignty, location of data centres, data security and legislation. 
E-commerce merchants must protect themselves by ensuring the security 
of their clients’ computers, communication channels, web servers and data 
encryption. It sounds daunting, but it shouldn’t be. Merchants can take steps
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such as doing risk assessments, developing security policies, establishing a single point 
of security oversight, instituting authentication processes using biometrics, auditing 
security and maintaining an emergency reporting system.

Government can assist with cyber-security in Canada’s private sector through awareness 
campaigns, rewarding businesses for best practices, providing tax credits to offset the 
cost of security measures, and offering preferential lending and insurance deals from 
government institutions.

The federal government’s 2015 Digital Privacy Act was a good first step, but there is 
much territory left to be covered. The act offers little assistance in making the leap from 
a pre-internet governmental model of doing business with the private sector. Nor does it 
acknowledge the full costs organizations must face when contemplating improving their 
cyber-security. 

The growth of smart cities, connected to the internet of things, creates new susceptibilities 
to cyber-crime. By 2021, there will be approximately 28 billion internet-connected devices 
globally and 16 billion of those will be related to the internet of things. However, smart 
cities appear to be low on the list of cyber-security priorities at all levels of government. 
There is a lack of local guidance and commitment, an absence of funding programs 
and tax incentives for risk-sharing arrangements, and nothing in the way of a federally 
initiated smart-cities strategy. 

The key to keeping ahead of the cyber-criminals is to recalibrate our understanding 
of the threats accompanying the technology. New ideas, new economic policies, new 
safeguards, new regulations and new ways of doing business will all help to keep Canada 
safe in the burgeoning knowledge economy.
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RÉSUMÉ
La cybercriminalité connaît une croissance exponentielle et les gouvernements 
canadiens à tous les niveaux n’ont pas suivi la cadence pour se protéger 
eux-mêmes et les entreprises privées. L’évolution de la technologie a mis en 
scène des menaces de plus en plus complexes en ce qui concerne la propriété 
intellectuelle, or certaines entreprises et gouvernements n’ont pas changé leur 
mode de pensée pré-Internet, ni prévu les mesures de précaution adéquates.

La protection devrait commencer par des campagnes d’information quant 
à l’ampleur et à la variété des risques auxquels s’expose le secteur privé, le 
commerce en ligne et les cités intelligentes qui font grandement appel à la 
connectivité des objets et des équipements. Il y a trente ans, seuls 32 pour cent 
de la valeur de l’index Standard & Poor 500 sur le marché pouvait être attribuée 
au capital immatériel, surtout en ce qui concernait la propriété intellectuelle. 
Aujourd’hui, ce chiffre s’élève à 80 pour cent; protéger ces avoirs contre la 
cybercriminalité est d’une importance vitale.

Alors que les cybercriminels cherchent surtout à faire de l’argent avec les 
escroqueries d’hameçonnage, leurs intérêts se sont diversifiés à l’infiltration 
des procédés industriels brevetés, à la gestion des ressources et à l’information 
affectant les acquisitions. Le fait que certains pays considèrent ce type 
de criminalité comme une façon normale d’avoir accès aux informations 
commerciales étrangères n’est pas bien compris par les entreprises canadiennes 
qui sont habituées de fonctionner selon des standards éthiques beaucoup plus 
élevés.

Le domaine du commerce électronique est confronté à ses propres menaces, 
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incluant celles concernant la vie privée, la souveraineté des données, la situation 
des centres de données, la sécurité des données et la législation. Les marchands du 
commerce électronique doivent se protéger en assurant la sécurité des ordinateurs de 
leurs clients, des canaux de communication, des serveurs et de l’encodage des données. 
La tâche semble colossale mais elle ne devrait pas l’être. Les marchands peuvent prendre 
diverses mesures comme l’évaluation des risques, l’élaboration de politiques de sécurité, 
le développement de points d’accès uniques pour la sécurité, l’instauration de processus 
d’indentification biométrique, les audits de sécurité et le maintien des systèmes de 
communication d’urgence.

Le gouvernement peut contribuer à la cybersécurité du secteur privé au Canada avec des 
campagnes de sensibilisation, un programme récompensant les pratiques exemplaires, 
des crédits fiscaux compensant le coût lié à la sécurité et l’offre de services d’assurance 
et de crédits préférentiels de la part des institutions gouvernementales.

La loi fédérale sur la protection des renseignements personnels numériques de 2015 était 
un premier pas, mais il reste beaucoup de territoire à couvrir. La loi actuelle offre peu 
pour s’affranchir du modèle d’affaires gouvernemental pré-Internet avec le secteur privé. 
Elle ne tient pas compte du coût réel auquel les entreprises font face quand vient le 
temps d’améliorer leur cybersécurité.

La croissance des cités intelligentes, impliquant une connectivité des objets et des 
équipements, créé de nouvelles vulnérabilités à la cybercriminalité. D’ici 2021, il y aura 
environ 28 milliards d’appareils connectés à Internet, dont 16 milliards liés à l’Internet 
des objets. Les cités intelligentes s’avèrent cependant tout en bas des priorités de 
cybersécurité, et ce, à tous les niveaux gouvernementaux. Il y a une carence d’orientation 
et d’engagement au niveau local, un manque de programmes de financement et d’incitatifs 
fiscaux en vue du partage des risques et rien du tout pour initier une stratégie fédérale au 
profit des cités intelligentes.

La solution pour rester à l’affût de la cybercriminalité est d’ajuster notre compréhension 
des menaces provenant de la technologie. De nouvelles idées, de nouvelles politiques 
économiques, de nouvelles mesures de sécurité, de nouveaux règlements et de nouvelles 
façons de mener les affaires contribueront à préserver la sécurité du Canada dans une 
économie du savoir en pleine croissance.
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INTRODUCTION
Outlining the top cyber-issues in any given year is challenging. As in any field of study, 
predictions about uncertainty or surprise events are difficult. They are often, but not always, 
based upon experience or expert knowledge. Cyber-threats and trends are no different. They 
are exacerbated by the rapidly evolving nature of commercially available technology, coupled 
with accessing networks of expert know-how anywhere and anytime, making the digital and 
knowledge economies vulnerable to cyber-attacks and exploitation. This is particularly true for 
Canadian companies that export, or are planning to export, and that do business overseas. This 
paper explores and analyzes three broad categories which may impact the Canadian economy 
in the immediate to near term:

1.	 Private sector concerns in intellectual property (IP).

2.	 E-commerce.

3.	 Smart cities, cyber-space threats and beyond.

INTELLECTUAL PROPERTY
According to Harvard Law School, in 1985 32 per cent of the market value of S&P 500 
companies was based on intangible assets, mostly in the form of intellectual property. Today, 
these assets represent almost 80 per cent of the same companies’ market value (Ruttenberg, 
von Mehren and Yen, 2012). Thus IP plays an even more important role in business today than 
in any historical period. The protection of IP is thus assuming greater importance for business, 
government and academia.

Intellectual property is a broad category of law concerning the rights of the owners of 
intangible products of invention or creativity. For example, IP law grants exclusive rights 
to certain owners of artistic works, technological inventions, and symbols or designs. 
Subcategories of IP law include patent, copyright, trademark and trade secrets (Kalanje, 
2006). Therefore, IP touches the very core of business operations such as licensing, royalties, 
technology transfer, venture capital, IP asset management, trademark and patent enforcement 
as well as legal action for IP infringements.

While protecting Canadian IP rights abroad is important, it is challenging because copyrights, 
trademarks and patents granted in Canada are not always legally enforceable abroad. Various 
treaties attempt to make IP rights enforceable in other countries, but the ultimate enforceability 
of rights depends on the laws of the country in question, the type of IP being protected and the 
specifics of any existing treaties. 

According to John Dowdy (2012), senior partner at McKinsey and Company in London, 
research suggests that while the private sector has significant economic value at risk from 
intellectual property theft, businesses of all sizes appreciate neither the high value of the IP nor 
its susceptibility to cyber-attack. 

Given the many competing priorities and demands corporations or SMEs have in the day-
to-day running of their businesses, the reality is that many companies do not prioritize 
cyber-security. In addition, the government is doing less to protect Canadian IP compared to 
protecting its critical infrastructure or its classified information systems. 
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Beyond pure profit, hackers also seek intellectual property. For example, Canadian security 
expert Ray Boisvert (2014a), president and CEO of I-SEC Integrated Strategies and former 
CSIS assistant director, says that hackers’ top priorities include proprietary industrial 
designs, processes and practices related to resource management, and information related 
to “valuations” that can affect acquisitions. Several countries see cyber-theft as a legitimate 
approach to modernization, market assurance and resource access. 

Canadian business leaders need to adjust and increase their levels of security awareness when 
dealing with foreign businesses or their agents. Our high levels of business practices, ethics 
and standards are simply not the global norm outside North America, the EU and other G7 
countries, as well as Australia and New Zealand. To mitigate overall risk, Boisvert (2014b) 
suggests seeking the assistance of the Canadian embassy in markets where IP theft levels are 
medium to high. Canadian officials could provide services and support ranging from briefing 
about local business and cultural practices to providing secure meeting facilities to discuss 
commercially sensitive matters. I believe this is a critical area that requires joint efforts by 
government authorities and business, given the potential for huge economic and industry losses 
from cyber-threats to Canadian domestic and international trade interests. 

The cyber-threat to IP is unevenly understood by many in government, outside of the security-
related agencies, poorly comprehended by Canadian businesses of all sizes and remains a very 
real impediment to many export sectors of the Canadian economy.

E-COMMERCE
What are the main concerns facing Canadian business and exporters when it comes to 
e-commerce today? 

The U.S.-based Boston Consulting Group (2015) estimated that there are roughly three billion 
mobile users globally – or almost half the world’s population – and projected that this number 
will exceed eight billion connections by 2020. 

An earlier report issued by the same firm in 2012 predicted the internet economy will reach 
about US$4.2 trillion in the G20 economies by 2016. The report also asserted that if the 
internet of things were a national economy, it would rank in the world’s top five, behind only 
the U.S., China, Japan and India, and slightly ahead of Germany. Put another way, the internet 
is contributing up to eight per cent of GDP in some economies, running national growth and 
creating jobs (Boston Consulting, 2012). Out of the $4.2 trillion just cited, about $2 trillion was 
estimated to be retail e-commerce (B2C) sales and $2.2 trillion was business-to-business (B2B) 
e-commerce. To put these figures in perspective, Canada’s 2016 GDP measured $1.6 trillion, 
according to Statistics Canada (2018).

Concerns have already been raised about the legal and administrative changes that may be 
necessary to address new e-commerce and transaction models facilitated by the internet. 

Some of the top issues which business and government authorities are currently discussing 
include:

•	 Privacy;
•	 Data sovereignty and locations of data centres;
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•	 Data protection and data security;
•	 IP rights;
•	 Applicable law(s) and jurisdiction(s);
•	 Taxes; 
•	 Standardization.

B2B e-commerce will also undoubtedly affect Canadian international trade. According to 
Praveen Gupta (2007), a fellow of the American Society for Quality and author of several 
books on business management, companies should select from the best suppliers for their needs 
regardless of their geographical location, and sell to a global market. Some of the advantages 
promised to users of B2B e-commerce include: 

•	 Shorter transaction and fulfillment cycles;
•	 Lower procurement administrative costs;
•	 Reduced operating expenses;
•	 Increased company profits; 
•	 Improved inventory management practices. 

My advice to business clients is – on a basic technical level – that companies of all sizes must 
protect their e-commerce assets. There are several key considerations to ensure protection 
such as:

•	 Clients’ computers;
•	 Web servers (which are highly susceptible to various security threats);
•	 Communication channels in general and the internet are especially vulnerable to attacks, 

given the type and variety of channel options;
•	 Data encryption, which provides some level of privacy and secrecy.

Canadian firms engaged in e-commerce should proactively aim to mitigate cyber-threat risks 
to their businesses. Developing a sound security and cyber-management plan is a good first 
step. It would be simple, effective and highly advisable to shape a security plan with cyber-
management policies around the following framework: 

1.	 Risk assessments – outside and inside the organization. 

2.	 Security policy. 

3.	 Single point of oversight and accountability in an organization such as company security 
officer (CSO) with an appropriate government security clearance (PSP Canada, 2017).

4.	 Implementation plan including:

a)	 Security organization

b)	 Access controls

c)	 Authentication procedures, perhaps including biometrics features

d)	 Authorization policies, authorization management systems. 
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5.	 Security audit process and procedures. 

6.	 Emergency reporting measures to senior management related to security issues (and if 
required, media and customer engagement plans to provide information). 

7.	 Quarterly security reporting using a dashboard to senior management. 

8.	 Annual reporting to board of directors on security risks, mitigation measures and future 
considerations.

Government has a clear and important role to play in this domain both from a policy and 
program-delivery point of view. Government can mount an important information, awareness-
building and education campaign with targeted outreach initiatives. This means reaching out 
to all e-commerce sectors and companies with the aim of promoting best practices, facilitating 
business groups or sector-related events and providing incentives for business to be more 
competitive and ready for cyber-security. 

Government can also make an impact through a program of corporate behavioural nudges. Try 
to imagine a well thought-out process where government can reward SMEs and exporters for 
best cyber-security practices. This will certainly require changes to existing commercial laws, 
regulations, policies, taxes and individual government department and agency mandates. The 
rewards will be extensive and far-reaching. Behavioural economics is an excellent vehicle for 
encouraging best practices in cyber-security. 

In discussions with a variety of businesses it is clear that they uniformly want to invest in 
more cyber-security measures to protect their competitive marketplace position, IP assets and 
e-commerce infrastructure. They all agree that the traditional government interaction model 
with business and organizations belongs to the pre-internet era. Asked what types of changes 
would immediately help benefit a business in today’s economy, many clients agreed that a 
new cyber-security tax credit would be welcome. This would help to offset the growing costs 
of operating and maintaining effective up-to-date cyber-security measures while anticipating 
future security needs as technology rapidly evolves. 

Another behavioural nudge that would be very effective would be preferential lending, 
certification or insurance rates. Cyber-security businesses that are prepared and can 
demonstrate their readiness should benefit from preferable lending rates and terms from 
government-owned institutions and Crown corporations such as EDC and BDC. When it 
comes to borrowing or bonding, banks, insurance companies and other government entities 
typically ask a firm to provide its managerial, financial and technical expertise when assessing 
transactional risk. Why not include a new risk category for cyber-security preparedness? In 
this scenario, businesses that are investing in cyber-security measures are truly encouraged 
to transform and evolve with technology and rewarded for their efforts, rather than burdened 
with the high costs associated with cyber-security expenditures. Similarly, the government 
and associated lending and insurance entities mitigate their exposure to risk without incurring 
punitive one-off costs after cyber-failures. 

The federal government has taken some measures to bridge the pre-internet government model 
with a more responsive model that works with business. On June 18, 2015, the Digital Privacy 
Act (also known as Bill S-4) received royal assent in Parliament. This new law mandates 
that businesses must provide notification of data breaches. The act establishes some basic 
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legal requirements directed at the private sector. These are intended to respect the privacy 
of Canadians and to ensure in turn that Canadians trust that their privacy will be handled 
securely and protected in the hands of businesses (Justice Laws, 2015). Currently, the province 
of Alberta is the only sub-federal jurisdiction in Canada to have a similar law enacted.1 Other 
comparable types of federal legislation can be found in the U.S., Australia and New Zealand. 
Although the legislation’s general intent is for the protection of individuals, it is really only a 
small step forward when we consider the pressing need to effectively modernize and manage 
a suite of laws which govern commerce and information, but which do not address current 
privacy concerns and cyber-security matters in the modern context of e-commerce. For 
example, the new law falls short in tackling the larger issue of how to meaningfully bridge the 
gap between a pre-internet governmental model of doing business with the private sector, and 
the new realities that commercial organizations face in carrying the full costs of cyber-security 
in the internet age. 

Addressing this new reality should be a policy priority of Canada’s mainstream political parties 
as they attempt to achieve some form of consensus from business interests and citizenry 
about appropriate measures. Everyone agrees that the knowledge economy is here to stay, but 
the key challenge will be for government decision-makers and business leaders to make it 
relevant, inclusive and adaptive for the internet era. Domestic wealth creation and economic 
sustainability are ultimately in the national interest. Success in the effort to bridge the gap will 
be the key to Canada’s success in the global e-commerce economy. 

SMART CITIES, CYBER-SPACE THREATS AND BEYOND
The world is experiencing a period of extreme urbanization. According to research by the 
Massachusetts Institute of Technology (2016) on the implications of smart cities, in the near 
future cities will account for nearly 90 per cent of global population growth, 80 per cent of 
wealth creation and 60 per cent of total energy consumption. Our changing landscape will have 
a great impact on future cyber-space threats and beyond. Therefore, the Canadian government 
and Canadian businesses alike need to develop and prepare better strategies for the emergence 
of these new urban centres. Securing these cities needs to be a collective project involving 
local, provincial and federal governments and private sector organizations with an immediate 
stake in the continuation of a city’s stable functioning.

In broad terms, smart cities will provide Canadian businesses with unprecedented economic 
opportunities. However, according to Nicolas Reys (2016) of Control Risks, an independent 
global risk consultancy specializing in political, integrity and security risk, “cyber threat actors 
will be presented with an unprecedented attack surface in smart cities because of the significant 
increase in the number of interconnected devices.” The Swedish firm Ericsson (2016) predicts 
there will be a total of approximately 28 billion connected devices worldwide by 2021, with 
nearly 16 billion related to the internet of things.

It is inevitable that smart cities will effectively address a certain set of issues such as better 
traffic control management, optimization of micro, local and regional electrical grids as well as 
carbon footprint- and greenhouse gas-monitoring regimes at the household and business levels, 

1	 Alberta’s Personal Information Protection Act is available at http://www.qp.alberta.ca/1266.cfm?page=P06P5.cfm&leg_
type=Acts&isbncln=9780779762507 

http://www.qp.alberta.ca/1266.cfm?page=P06P5.cfm&leg_type=Acts&isbncln=9780779762507
http://www.qp.alberta.ca/1266.cfm?page=P06P5.cfm&leg_type=Acts&isbncln=9780779762507
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but with everything new comes unforeseen risks. Each new internet-enabled device that comes 
online presents governments and businesses with threats and opportunities. How those threats 
and opportunities are managed will be critical for wealth creation and social stability in Canada.

According to the Brunswick Group (2016), ensuring that smart cities are cyber-secure will 
require the identification and prioritization of critical assets. This includes behaviour-based 
security. This simple idea establishes benchmarks of normal operation for critical assets and 
continuously ensures that all parts of a city adhere to uniform benchmarks. Should a security 
incident occur, then a rapid component replacement is centrally deployed in the event of 
compromise or failure. This would ensure the secure segmentation of critical private assets 
from the city network. Three key industry concerns over immediate and future cyber-threats to 
Canadian smart-city projects regularly emerge from discussions with businesses. These are: 

•	 Lack of long-term local government guidance and commitment; 
•	 No national smart-cities strategy led by the federal government; 
•	 Absence of any local, provincial and federal funding programs and/or aggressive 

tax incentives to encourage better risk-sharing arrangements through public-private 
partnerships. 

In terms of cyber-space threats, global industry experts generally agree that sources on this 
subject are diverse and they do not agree on the way forward. However, the following represents 
a summary of general ideas and predictions which have emerged over the past few years:

•	 Machine-learning techniques will increase, for example, enabling faster fraud detection 
over legacy expert rules (Guruswamy, 2015);

•	 Probabilistic tools will augment and replace current blacklists and expert rules. This will 
redefine how risk is measured, how actions are co-ordinated and how risk reporting is 
conducted (Ingevaldson, 2016);

•	 Wider and deeper application of biometrics technologies for authentication will be applied 
across sectors (Jain et al.,1998).This is evidenced in today’s mobile devices, such as the 
new 2017 iPhone 8 and iPhone X models, requiring fingerprinting and facial recognition 
respectively as a means of authenticating the device’s owner; 

•	 Greater usage of contactless payment systems now in use in Canada, the U.K. and 
Australia (Webster, 2016). For example, most people in Canada are now familiar with 
such things as MasterCard’s PayPass and Visa’s payWave contactless features;

•	 More sophisticated and targeted mobile fraud schemes will evolve as more people turn to 
mobile banking applications and money transfers, particularly in hyper-growth regions 
such as Asia-Pacific (ThreatMetrix, 2017); 

•	 Phishing emails are one of the biggest threats to online security for individuals and 
businesses conducting financial transactions. These criminally motivated scams 
are particularly dangerous when they do a convincing job of impersonating trusted 
e-commerce brands like PayPal (Mathews, 2017). 

Cyber-criminals have successfully deployed and executed a variety of sophisticated mimicry 
schemes aimed at legitimate corporate brands by imitating their logos, emails, websites and, 
more recently, their mobile applications. The vast majority of us are undoubtedly unaware, or at 
best suspicious, of the inherent risks of viewing an email or clicking a web link. For example, 
last year cyber-criminals cleverly deceived Edmonton’s MacEwan University into transferring 
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$11.8 million to bank accounts located in Montreal and Hong Kong (Wakefield, 2017). The 
criminals constructed a highly believable website that resembled the domain site of one of 
the university’s major suppliers to launch their scam. Despite an increased awareness in the 
general population, this means companies of all sizes need to pay much closer attention to their 
social media presences. One straightforward recommendation for good business practice is to 
institute a company-wide domain-monitoring policy and procedure. Just as every employee 
represents their employer when dealing with customers, so too should companies encourage 
their employees to be vigilant about the company brand on the web. This also extends to 
companies protecting their email chains and detecting and removing rogue mobile applications 
from devices. 

To conclude, I offer this simple piece of advice: To address the potential negative economic 
and commercial impacts of cyber-threats to Canada’s domestic and international trade in 
any meaningful way, the Canadian government needs to recalibrate its pre-internet business 
interaction model by working with the private sector to reward SMEs and exporters with 
financial and tax incentives to help them level the global playing field in the internet era. 
All levels of government need to proactively make cyber-security education and awareness-
building campaigns a top priority for the public service. Last, Canada’s political parties need to 
accept that they must move on from traditional thinking. The knowledge economy has indeed 
arrived, and proper and meaningful policy articulation around protecting Canadian business 
interests from cyber-threats requires new ideas and legislative safeguards. 

Businesses create jobs; governments do not. But government can play a critical role in setting 
the regulatory and policy agendas. These include economic policies and changing regulatory 
and tax regimes, as well as investing in smart cities that leverage the benefits of public-private 
infrastructure projects. Taking these measures makes sound economic and national security 
sense and will better prepare Canada to survive and thrive in the digital economy.
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