RESEARCH PAPER
Volume 18:12
April 2025

School of @

UNIVERSITY OF

Public Policy CAlGARY

The Price of Weakness

Hydrocarbon Looting and the
Erosion of the Colombian State

Antonio Quiniones and Pablo Policzer

Acknowledgements

Both authors have contributed equally to the development of this article. The opinions
expressed in the content exclusively reflect the authors’ point of view. We sincerely thank

the interview participants, whose profound knowledge and firsthand experience with

the phenomenon under study have been essential for understanding the complexity and
dynamics of the hydrocarbon sector. We also extend our gratitude to Roberta Rice, head of
the Department of Political Science, and John P. Hayes, research co-ordinator of the Extractive
Resource Governance Program (ERGP) at the University of Calgary’s School of Public Policy,
key supporters of this research project. Finally, we are deeply grateful for the invaluable

and constructive feedback provided by the anonymous peer reviewers, whose comments
significantly strengthened the clarity, analytical depth and overall quality of the manuscript.

This work was funded by resources provided by the Department of Political Science and

the School of Public Policy at the University of Calgary. It was also approved by the Conjoint
Faculties Research Ethics Board (CFREB) of the University of Calgary under REB24-0330.
The CFREB is constituted and operates by the current version of the Tri-Council Policy
Statement: Ethical Conduct for Research Involving Humans (TCPS).

http://dx.doi.org/10.55016/0js/sppp.vi8il.81269 policyschool.ca



TABLE OF CONTENTS

EXECUTIVE SUMMARY .ottt ittt ittt st et et et et et eaeennenn 1
POLICY RECOMMEND ATIONS. ...t e e e ittt et ettt aanen 3
INTRODU GCTION . . .ttt ittt ettt sttt st et ettt et et et a s an e easnsnraennnnes 3
OBJECTIVES AND SCOPE . . ... i i i i ettt et et sttt et ennns 4
THEORETICAL FRAMEWORK . . .o i i i i ittt et e sttt e enns 4
1 = I @ T 1 T C 5
1. Overview: Strengthening the Criminal Economy.......... ... ... .. . . . . . i, 6
1.1. Origins, Purposes and INnCentives . . ... . e e 6

1.2. Hegemony and Territorial Control . ... e e 8

1.3 lllegal Sources of FINaNCINg. .. ... it e e e e 8

1.3.1 Technical SMUggliNg. . ... 8

1.3.2 Pategrillo and CoCaiNg CroOPS . . v vttt et e et e e e 9

1.3.3 Drug Trafficking .. ... 10

1.3.4 International SMuggling . ... 10

2. Failures, Weakness and Vulnerability of the Colombian State....................... 1
2.1 Weakness in Control, State Presence and Security Assurance................... n

2.2 Adverse Policies and Institutions for the Hydrocarbon Industry . ................ 13

2.3 Complicity and Corruption . . ... . 14

3. Security and Infrastructure Protection . ... ... .. . ... 15
3.1 Operation Without Guarantees . ... ... . e e 15

3.2 Third Parties With or Without Interest. .. ... ... . .. . . . . .. . . . . . . ... ... 16

3.3 Insufficient Solutions and Technology Strategies .. ........... .. ... ... ... ..... 17

3.4 Intermediate SolutioNs .. ... 18

3.5 Risk Calculations. .. ... 19

4. Relationship With Local Communities. . ... 20
4.1 Influence, Manipulation and Co-optation. ........... ... . . . . 20

4.2 Environmental Impact . . ... 21

4.3 Corporate Social Responsibility .......... . . 22
CONCLUSIONS: THE PRICEOF WEAKNESS . . ... it it ittt e e 23
REFERENCES .. .. i i i i ittt ettt sttt et et saaennann 25
ABOUT THE AUTHORS . . .. i i i i ittt ettt ettt et et e e eaarnean 31

ABOUT THE SCHOOL OF PUBLIC POLICY ... .. i e e e e e 32



The Price of Weakness

Hydrocarbon Looting and the
Erosion of the Colombian State

Antonio Quiniones and Pablo Policzer

EXECUTIVE SUMMARY

Colombia’s hydrocarbon sector faces an acute security and governance crisis, characterized

by systemic looting of oil and its derivatives. This crisis is not the result of sporadic criminal
behaviour, but the product of deeply entrenched structural weaknesses in the Colombian state.
These vulnerabilities are embedded within historical patterns of governance designed to uphold
unequal power structures and extractive economic models, rather than to provide inclusive
development or effective territorial control. Instead of being a failed version of a strong state,
Colombia exemplifies what scholars call an exceptionally well-crafted weak state — one that
functions effectively for certain interests while systematically excluding others.

The state’s fragmented institutions and limited ability to enforce sovereignty, particularly in rural
and conflict-affected regions, have fostered a fertile environment for organized armed groups
(OAGSs) to loot crude oil and use it to finance their illicit operations. These groups exploit the
absence of regulation, capitalize on weak territorial control and benefit from the complicity or
negligence of both public and private actors. At the same time, private companies often accept
losses as part of the cost of doing business, underinvest in preventive measures and delegate
security responsibilities to actors with no incentive to ensure long-term stability.

To survive, vulnerable communities facing poverty and limited opportunities frequently co-
operate with illegal actors, thus participating in a cycle that perpetuates instability and criminal
economies. This complex interplay of opportunism, limited accountability and historical
marginalization generates moral hazard — a situation in which actors can avoid responsibility
for negative outcomes while benefiting from the system’s dysfunction.

However, there are several ways in which to address these systemic vulnerabilities. For example,
pragmatic collaboration would recognize the unique functionality of weak state structures while
working practically with on-the-ground realities. Institutional reform must be adaptive, sensitive
to context and include various actors, rather than replicating strong state governance.

New technologies such as molecular tagging and chemical alteration of oil products can be

used to trace stolen hydrocarbons, thus making them difficult to use or to sell into illicit markets.
These technologies would be clear disincentives to looting. Integrating anti-looting strategies with
national security, peacebuilding and anti-drug efforts would be a comprehensive response that
addresses the structural roots of conflict and crime.




Defining clear responsibilities for state and private-sector actors and setting up mechanisms

to detect complicity or negligence would strengthen accountability frameworks. Helping local
communities out of their cycles of reliance on, and fear of, organized armed gangs can be done
by promoting employment, education and sustainability initiatives that will direct people away
from illegal economies and toward legal jobs.

Addressing Colombia’s hydrocarbon vulnerability requires more than technical fixes or stronger
enforcement. It demands a shift in governance that directly confronts the historical and
institutional roots of state weakness. Only by acknowledging and adapting to these structural
conditions can Colombia reduce its dependence on illicit extractive economies and build a more
secure, legitimate and inclusive future.



POLICY RECOMMENDATIONS

¢ Collaborate Pragmatically: Identify opportunities for collaboration. Acknowledge that a weak
state is not merely a failed strong state but an exceptionally well-adapted weak state. It may
be governed more effectively in specific contexts through co-operation and joint action.
Thus, emphasizing pragmatic collaboration can often be more productive than attempting
to reinforce institutions originally not designed for these contexts.

e Develop Technologies: Adopt tools such as molecular tagging and chemical alteration of
oil and its derivatives to trace their origin and render them useless in illicit markets. These
technologies will make their use and commercialization more difficult, reducing the incentive
for hydrocarbon looting.

e Integrate Security, Peace and Anti-Narcotics Policies: Co-ordinate actions that address
hydrocarbon looting, national security, peace and drug trafficking as interdependent policies.
A unified strategy will allow for addressing the structural causes of the problem and dismantling
associated illicit economies.

¢ Clarify Accountability Frameworks: Clearly define the responsibilities of state and private
actors regarding hydrocarbon looting, establishing effective mechanisms to identify and
sanction negligence or complicity. A strong focus on accountability will strengthen prevention
and reduce impunity.

¢ Develop Sustainable Community Programs: Implement employment, education and
sustainability programs in vulnerable communities to reduce their reliance on illicit activities
and redirect incentives toward legal ones. This approach will reduce social tensions, generate
lawful opportunities and strengthen regional stability.

INTRODUCTION

In Colombia, the hydrocarbon sector is undergoing a severe crisis that threatens both the national
economy and internal security, making it a target for looting and other illicit activities. Between
1986 and 2015, more than 3,500 attacks on oil pipelines were recorded, resulting in the loss of
4.1 million barrels of oil (Sarmiento Eljadue 2020; Méndez 2020; Monroy Giraldo 2015). Estimates
suggest that from 2019 to 2024, oil theft reached six million barrels, causing economic losses of
millions of dollars for Ecopetrol' and other companies in the sector (Quiroga Rubio 2024, 20233;
El Tiempo 2024; El Espectador 2024; Escobar Moreno 2023; Revista Semana 2023a;

Méndez 2020). This scenario not only highlights the economic impact but also illustrates the
transformation of oil from a legally regulated resource to one that illegal actors quickly loot.

In this context, the sector’s structural vulnerability reveals itself clearly, raising critical questions
about the institutional and social dynamics that perpetuate insecurity in a landscape marked

by armed violence and state weakness.

' Ecopetrol is Colombia’s largest oil company, responsible for over 60 per cent of the nation’s hydrocarbon production
(ACPG 2024). As a state-owned enterprise with mixed capital, it leads the country’s exploration, production, refining
and transportation of hydrocarbons. Through subsidiaries such as CENIT, the leading pipeline network is operated
nationwide. Its strategic role in the national economy positions it as a central actor in Colombia’s energy governance.



Historically considered non-lootable due to their complex infrastructure and strict logistical
controls, in recent decades oil and other extractive resources have acquired lootable?
characteristics in contexts of state weakness (Rettberg and Prieto 2018; Snyder 2006).

lllegal practices such as installing clandestine valves in oil pipelines have lowered operational
barriers, enabling non-state actors to access oil and introduce it into illicit markets. Although
many scholars have studied the relationship between natural resources and conflict, relatively
few have examined how non-lootable resources become lootable — particularly in Colombia —
within environments characterized by institutional fragmentation and the delegation of core state
functions, such as security and infrastructure protection.

OBJECTIVES AND SCOPE

Building on the above, the central question we pose in this article is: Why has Colombia’s
hydrocarbon sector become highly vulnerable to lootability and the criminal economy? We argue
that this vulnerability is not coincidental but deeply rooted in state weakness and institutional
fragmentation, which foster dynamics of moral hazard. In this context, diverse actors — from

the public and private sectors to communities and illegal armed groups — respond to incentives
encouraging outsourcing responsibilities and opportunistic behaviours. The lack of state
regulation and control fuels this environment of insecurity, transforming oil into a lootable
resource that feeds the criminal economy. Understanding these dynamics is essential to
improving the hydrocarbon sector’s governance and mitigating the economic and social
conseqguences that deepen conflict in the affected regions.

THEORETICAL FRAMEWORK

This article explores the concept of moral hazard, which has been extensively studied in economic
theory, to understand the dynamics underlying this vulnerability. This concept refers to situations
in which an individual or institution engages in riskier or more irresponsible behaviour because
they know they will not fully face the negative consequences of their decisions and actions (Arrow
1963; Holmstrom 1979; Mann 1984; Shavell 1979; Stiglitz 1983). This phenomenon occurs when
there is an asymmetry between those making decisions and those bearing the costs, creating
incentives to act opportunistically or negligently. Essentially, moral hazard arises when someone
is shielded from the risks of their actions, undermining their motivation to act prudently.?

2 Lebillon (2003) defines lootability by classifying resources based on their accessibility, mobility and control, explaining
how these factors either facilitate or constrain their illegal exploitation. We expand this notion by demonstrating
how oil, historically considered non-lootable due to its centralized infrastructure and logistical complexity,
acquires characteristics of vulnerability through four phenomena: theft, defined as the illegal extraction of crude oil;
appropriation, through territorial or logistical control by non-state actors; sabotage, involving deliberate damage to
oil infrastructure; and boycott, consisting of the obstruction of hydrocarbon flows for political or economic purposes.

3 Insurance provides a classic example of moral hazard. A person with full coverage might be less careful in protecting
their property, relying on insurance to cover the costs of an incident (Shavell 1979; Stiglitz 1983). Similarly, banks and
corporations take excessive risks in the financial sector when they anticipate government bailouts, as occurred during
the 2008 crisis (Krugman 2009; Mishkin 1999). These examples illustrate how protection from consequences fosters
behaviours that harm others. Moral hazards also arise in labour relations and public contracts. Employees with job
security may reduce their efforts if they believe they will not face the consequences (Bordogna 2008). Similarly, in
publicly funded projects, inefficient decisions often emerge when losses are assumed to be absorbed by the state.

In these contexts, the lack of incentives to minimize risks and act responsibly can significantly impact overall outcomes
(Hilgert 2013). Systems that align interests by distributing responsibilities, incentives and transparency are needed to
mitigate this phenomenon. For instance, insurance deductibles encourage caution, while strict financial regulations
promote responsible decision-making and contribute to more stable systems.



We also ground our analysis in the phenomenon of state weakness, a central notion in recent
debates about Latin America (Brinks, Levitsky and Murillo 2020; Mazzuca 2021; Rotberg 2004).
This concept refers to the limited capacity of states to exercise effective control over their
territory, ensure compliance with laws and provide essential public goods inclusively and
equitably. The limited capacity of states to exercise effective control, ensure compliance with laws
and provide essential public goods has led to challenges such as the emergence of non-state
actors competing for power. Authors such as O’Donnell (1993), Mazzuca (2021) and Munck and
Luna (2020) argue that this weakness is neither accidental nor temporary but rather structural,
linked to the historical design of Latin American states. Unlike European states, whose formation
was shaped by war dynamics, Latin American states emerged with economic and centralized
control objectives, perpetuating social inequalities and territorial exclusion (Mazzuca 2021,

Tilly 1992). From this perspective, these states are weak but functionally effective in maintaining
unequal power structures, making them not poorly made strong but exceptionally well-made
weak states. In this context, moral hazards abound. The challenge lies in developing governance
mechanisms that adapt to this condition.

An important clarification is that moral hazard does not imply a moral judgment. Despite

the term’s name, it does not refer to the ethics or intentions of the actors involved but to the
structural conditions that encourage certain behaviours. In this study, we strictly use moral
hazard as an analytical tool to examine how institutional fragmentation, weak enforcement

and asymmetrical accountability create environments where opportunistic or negligent actions
become rational and expected. This perspective does not assume that some actors are inherently
good or bad; instead, it highlights how governance systems shield specific individuals or
institutions from the consequences of their decisions, allowing them to externalize costs and
take disproportionate risks. While the term might appear to affirm the legitimacy of states or
corporations as rightful resource holders, we aim to expose how uneven distributions of risk
and responsibility affect all actors — public, private, formal and informal — often blurring the
lines between legality and illegality, legitimacy and power.

METHODOLOGY

We adopt an interpretive, qualitative, methodological approach, grounding our analysis in

the premise that actors construct and interpret political dynamics through the meanings and
narratives they attribute to their contexts and actions to address the issues raised and the

central question (Edelman 1985; Geertz 1973; Schwartz-Shea and Yanow 2012). We use qualitative
analysis software to process and analyze semi-structured interviews with key elite actors,
including government representatives, private-sector stakeholders and local community
members. The interviews, conducted under strict ethical standards,* provided detailed
information about actors’ incentives, conflicts and strategies. We also used triangulation to
validate the findings by cross-referencing testimonies with secondary data, such as official
reports, academic studies and media analyses.

4 Following the guidelines established by the Conjoint Faculties Research Ethics Board (CFREB) at the University of
Calgary, this study adopted procedures designed to uphold the highest ethical standards. In particular, the identities
of certain participants were protected through anonymity, responding to explicit requests due to security concerns.
Furthermore, the study identifies one of its limitations as the restricted access to certain actors and organizations
that declined to participate as interviewees. Risks to their safety influenced their decisions, as did the topic’s
sensitivity, industrial secrecy, legal confidentiality, ongoing investigations, the impact of the phenomenon under
study or other implications.



This article is organized into four main sections. The first analyzes how the looting of
hydrocarbons has consolidated a criminal economy, focusing on the strategic logic behind

its emergence, its territorial dimensions and its sources of financing. The second examines

the institutional and structural conditions that have enabled this phenomenon, particularly

the fragmentation of state authority, the erosion of control and the complicity of key actors.

The third explores the operational challenges companies and the state face in safeguarding
pipelines, analyzing the limitations of current strategies, the delegation of responsibilities to

third parties and the consequences of risk externalization. The fourth section addresses the role of
communities in these dynamics, emphasizing how economic exclusion, environmental degradation
and weak institutional engagement contribute to cycles of co-optation, dependency and
ambivalence. Finally, the article concludes with practical and pragmatic policy recommendations.

1. OVERVIEW: STRENGTHENING THE CRIMINAL ECONOMY

The lack of adequate state control in areas influenced by the hydrocarbon industry has allowed
armed groups and criminal organizations to exploit strategic resources. This absence of authority
facilitates oil looting and a wide range of illegal activities. From its illegal extraction to its
transformation into artisanal gasoline, stolen crude supports activities such as drug trafficking,
illegal mining and smuggling. Various illegal groups have consolidated territorial control in key
regions, using pipelines as strategic points and developing complex financing networks that
include technical smuggling, illegal fuel production and clandestine hydrocarbon exports. This
phenomenon perpetuates armed conflict and violence by strengthening criminal economies.

1.1. Origins, Purposes and Incentives

The relationship between the development of Colombia’s hydrocarbon sector and the
strengthening of the criminal economy is evident in the political and extortion-related objectives
of the National Liberation Army (ELN).® This group used the looting of oil infrastructure as both
a tool of resistance and a source of financing.® From its early days, the ELN exploited pipelines
to delay oil transportation through “strategic attacks” (Velandia Jagua 2024, 1:11). During the
construction of the Cafo Limdn-Coveias pipeline, this organized armed group (OAG) kidnapped
engineers from the German company Mannesmann, securing an unexpectedly high ransom’

and establishing a “permanent tax” to operate without interruptions (El Tiempo 1996a; Revista
Semana 2015; Rodriguez Alvarez 2023).8 This negotiation enabled the ELN to “recover and
relaunch itself as a nationwide insurgent movement ... In oil resources, the ELN found its
resurgence, like a phoenix rising from the ashes ...” (Velandia Jagua 2024, 18:02).

5 ltis no coincidence that the ELN emerged in Barrancabermeja, a region with a strong oil industry presence where
social conflicts related to the sector led “the ELN’s founders to specifically choose this region to establish their guerrilla
group and make infiltrating the labour movement one of their strategic priorities” (Rettberg and Prieto 2018, 162).

6 Sarmiento Eljadue (2020, 28), in her report for the Fundacién Ideas para la Paz (FIP), states that “illegal actors seek to
control those who produce rather than controlling production itself, and various motivations (economic, sociopolitical,
and military) drive their actions.”

7 The ELN, which was going through a crisis in the 1970s that almost led to its dissolution, negotiated with Mannesmann
through the German facilitator Werner Mauss. The negotiation went something like this: Mauss asked the ELN
representatives: — What do you want? The ELN responded: — Pay us. — How much do you want? — Mauss asked.

The ELN negotiator said something like: — Give me five million. Mauss replied: — | will give you $5 million. The ELN had
been asking for five million pesos. However, Mauss understood it as $5 million (Velandia Jagua 2024, 10:11). Considering
the official exchange rate in 1983 between pesos (COP) and US dollars, the ELN might have received nearly 80 times
more than it initially expected. The exact figure for this negotiation varies across sources, ranging from $2 million to
$16 million, but it is clear that Mannesmann paid generously and the ELN received much more than it had anticipated
(El Tiempo 19964a; Revista Semana 2015; Rodriguez Alvarez 2023).

& According to Velandia Jagua (2024, 15:07), this situation “was very convenient because Mannesmann built its pipeline
within the scheduled time; the government prioritized and secured the pipeline’s construction; Occidental extracted
the oil and transported it through the pipeline; and the ELN charged revenue for allowing oil extraction. In this way,
everyone achieved their goals.”



Over time, the ELN understood the oil industry’s strategic importance and adapted its tactics,
incorporating looting and extortion into its political program as symbols of resistance and distrust
toward multinational corporations. In the words of Nicolds Rodriguez Bautista, alias Gabino,

the ELN’s top commander at the time:

| prefer that the oil spill over our territory rather than have it taken by foreign companies
in the unpatriotic way they are doing. We maintain the policy of attacking the pipeline if
oil companies continue to be involved in the dirty war (Avellaneda Cusaria 2004, 492).

During its first congress in 1986, the ELN reaffirmed its “political claim over natural resources,”
driven by ideological reasons and the income it generated, solidifying its position in the internal
armed conflict. This stance led some media outlets to label the group “Petroleum-Guerrilla”
(petro-guerrilla) (Luna 2024, 10:03; Revista Semana 1988). During this period, the ELN attempted
to position itself as a defender of natural resources, using attacks on oil infrastructure to pressure
the government by disrupting the national economy and diverting troops to protect pipelines
(Luna 2024, 45:31). This political and extortion-driven focus on the hydrocarbon sector not only
strengthened the ELN but also established an illicit economy around oil, whose consequences
persist to this day.

After consolidating itself as a key player in the looting and extortion of oil infrastructure,

the ELN transitioned into a second phase of a criminal economy centred around hydrocarbons.
Drug trafficking and the involvement of other armed groups, such as the Revolutionary Armed
Forces of Colombia (FARC), defined this phase. It is no coincidence that the areas of hydrocarbon
production and transportation also coincide with regions of high coca cultivation and activity

by illegal groups, reflecting a relationship between these illicit activities and the location of oil
infrastructure (Insuasti Mejia 2024, 11:52). In this context, following Texaco’s departure from
Putumayo in 1980, the FARC took advantage of the abandoned oil fields to extract crude oil,
refine it and sell it as an input for coca processing (CNMH 2015, 140-141; Rettberg and Prieto 2018,
137). Stolen crude oil then became a key resource for producing pategrillo (cricket’s legs),?

a crucial precursor in the production of coca base paste (Arglello 2016; Barrera Pefla 2024, 17:42;
Comunidad Andina de Naciones (CAN) 2013; Griffin 2022; Mejia and Rico 2010; Suarez 2020;
Verdad Abierta 2016).

Ultimately, the Cafo Limdén-Covefias and Trasandino pipelines, located in areas of high coca
production and significant armed group presence, became strategic conflict points. The illicit
valves these groups installed facilitated access to crude oil to sustain their illegal activities. This
shift in the criminal economy transformed the role of hydrocarbons. From being an initial funding
source for insurgent groups like the ELN, crude oil became a strategic asset in the illicit economy.
These activities included drug trafficking, illegal mining and money laundering (Insuasti Mejia
2024,13:22). The link between stolen crude oil and coca production cemented petroleum as a
crucial resource for organized crime. The criminal economy became increasingly dependent on
hydrocarbons, which amplified its influence on the Colombian armed conflict.

9 See section 1.3.2 below: Pategrillo and Cocaine Crops



1.2. Hegemony and Territorial Control

The ELN and the FARC have historically controlled territories in the areas surrounding Colombia’s
oil pipelines, positioning themselves in key regions for hydrocarbon transportation.” In Arauca,
the ELN dominated the Cafio Limén-Covefas pipeline, while the FARC consolidated its influence
in Narifio and Putumayo, around the Trasandino pipeline (Luna 2024, 25:56). This geographic
distribution shaped their tactics: the ELN and FARC looted the infrastructure, while paramilitary
or self-defence groups, particularly in Magdalena Medio and La Costa, primarily resorted to
extortion without damaging the facilities (Luna 2024, 25:56). In this context, the dominant group
in each region became the primary beneficiary of oil exploitation, strengthening its control over
local resources.

The consolidation of territorial control around the pipelines also fuelled the growth of these OAGs.
For instance, the FARC grew from 800 combatants in 1980 to 16,000 by 2000, financed by drug
trafficking revenues and the “imposition of taxes” in their areas of influence (Lloreda Mera 2024,
35:12). Similarly, the ELN, which had three fronts in 1983, expanded to 16 new fronts and 30 urban
structures by 1986 (Velandia Jagua 2024, 18:02). Both the ELN and the FARC outsourced criminal
operations, relying on common criminal groups to install illicit valves — a strategy that allowed
them to maintain territorial control without taking direct risks (Insuasti Mejia 2024, 21:43). Taken
together, these patterns of territorial expansion and the strategic outsourcing of criminal activities
illustrate how illegal armed groups transformed their methods to consolidate control and fuel the
criminal economy around hydrocarbons.

1.3 lllegal Sources of Financing

Economic motivations are key to understanding the OAGs’ involvement in crude oil theft and other
activities related to the hydrocarbon industry. The presence of these groups in departments like
Arauca, Putumayo and Narino — where crude theft and infrastructure damage are recurrent — is
no coincidence. In these regions, stolen crude oil serves as one of the primary sources of financing,
enabling these groups to sustain themselves and expand into strategic territories (Marin and
Cajiao 2015; Sarmiento Eljadue 2020). As Lloreda Mera (2024, 35:12) concludes, the hydrocarbon
industry “is practically tailor-made for those purposes.” Petroleum’s strategic importance as an
economic driver makes it a priority target for illegal armed actors, strengthening their structures,
consolidating their control and expanding their influence (Rettberg and Prieto 2018, 161). This
economic dependence, in turn, perpetuates the cycle of violence and criminality in the affected
regions (Barrera Pefa 2024, 0:26).

1.3.1 Technical Smuggling

Technical smuggling of gasoline in Colombia has become a significant source of financing for
illegal armed groups, capitalizing on price differences in border regions. This type of smuggling
arises from a government subsidy" that lowers gasoline prices in border areas, where the cost to
the end consumer is significantly lower than in the country’s interior (Lloreda Mera 2024, 5:47).

1©  Sarmiento Eljadue (2020, 96) concluded that “there is a division and/or distribution of territory among the armed
actors ... ELN actions were concentrated in the northeastern departments of Colombia against Cafo Limén-Covefias
pipeline, while FARC operations focused on the southwest, targeting the Transandino pipeline.”

T The Colombian government introduced the gasoline subsidy in border regions through Law 191 of 1995 as a temporary
measure to promote economic and social development in frontier departments. It sought to mitigate structural
disadvantages by lowering transportation costs, addressing geographic isolation and countering unequal competition
with neighbouring countries that offered cheaper fuel. The law required authorities to maintain the subsidy until the
country developed a national pipeline network to ensure equitable fuel distribution. Nearly three decades later,
policymakers upheld the subsidy due to its political sensitivity and sustained relevance in regions affected by poverty,
informality and limited state presence.



This price disparity allows criminal networks to purchase subsidized fuel in these regions and
resell it in areas with higher prices, generating substantial revenue (Loaiza 2019; Monterrosa
Blanco 2018). This scheme provides financial benefits to armed groups and enables them to
maintain a presence and exert influence in the areas where they operate, consolidating their
economic and territorial power.

1.3.2 Pategrillo and Cocaine Crops

Pategrillo is a low-quality, artisanal fuel that shares chemical similarities with kerosene but is
contaminated, impure and distinguished by a brownish-green colour resembling a cricket’s legs.
Producers typically refine it in rudimentary stills using crude oil obtained through illicit valves
installed on pipelines. The process involves heating the crude to high temperatures, condensing
the vapours and distilling them to extract this highly sought-after liquid (ArgUello 2016; CAN 2013;
Griffin 2022; Mejia and Rico 2010; Suarez 2020; Verdad Abierta 2016). Although considered a
“dirty” fuel, pategrillo reaches a level of purity sufficient for widespread use, sale and distribution
— most commonly in plastic containers known as pimpinas (Lloreda Mera 2024, 2:10). Its
affordability and accessibility have turned it into a key commodity within the informal and illegal
fuel economies in conflict-affected regions.

Due to its comparative and competitive advantages, pategrillo has become a significant and
sustained source of financing for organized crime and armed groups in Colombia. The demand
for this artisanal fuel has increased sharply, driven by both the substantial expansion of coca
cultivation areas across the country and the rising prices of traditional fuels (Insuasti Mejia 2024,
38:56; UNODC 2024; Rincdén and Garavito 2024). Armed actors take advantage of the growing
illegal market and the state’s absence by using pategrillo as a strong incentive to loot or enable
the looting of crude oil.

At first glance, pategrillo might seem unrelated to cocaine production. However, producers rely
on it as a crucial input in the initial stage of processing coca leaves to produce cocaine base paste
(Loaiza 2019). Producers use pategrillo as a solvent to extract alkaloids (cocaine sulphate) from
the plant. They prefer it over gasoline or other chemicals because of its high effectiveness, low
cost, wide availability, high recycling rate and minimal scrutiny from authorities. After obtaining
the base paste, producers refine it further in clandestine laboratories, converting it into cocaine
hydrochloride with substances such as sulfuric acid, potassium permanganate and hydrochloric
acid (Mejia and Rico 2010; Suarez 2020).

In addition to its role in cocaine production, pategrillo serves as an alternative fuel for cargo
trucks, vessels used for drug transportation and heavy machinery in illegal mining operations
(Arglello 2016; CAN 2013; Griffin 2022; Mejia and Rico 2010; Suarez 2020; Verdad Abierta 2016).
Pategrillo has become an essential resource for the clandestine economies operating in
Colombia’s rural and border areas. The primary incentive for transporters and machinery
operators is its low cost, which makes it more accessible than gasoline or diesel. Similarly, the
clandestine pategrillo market thrives due to regulatory gaps, such as laws allowing the transport
of up to 220 gallons of fuel without justification, facilitating its circulation in strategic regions
(Insuasti Mejia 2024, 25:12). As a result, pategrillo not only finances illegal groups but also
strengthens their territorial control, particularly in border areas, by meeting the growing demand
in informal transportation and illegal mining sectors (Defensor de Derechos Humanos 2024, 2:10).

The economy of rural communities in Colombia, particularly in territories dominated by illicit
crops, is profoundly shaped by the lack of legal economic alternatives. In many of these regions,
coca cultivation has become an essential economic activity and a culturally significant practice.
As a community leader (2024, 13:46) explains, “Within the cosmogony and worldview of



Indigenous peoples, coca is a sacred plant.” However, the absence of livelihood options has led
people to turn this plant into a source of income — a “profanation” that alters its cultural and
spiritual purpose. This situation reflects the dilemma these communities face, because they lack
sustainable alternatives and view coca as an economic solution at the expense of their principles.

The normalization of this illicit economy stems from insufficient state intervention and the
absence of alternative development initiatives. Barrera Pefla (2024, 2:01) explains that people in
these areas “do not see any other way to survive.” Transforming coca into alkaloids depends on
hydrocarbon inputs, increasing oil looting from pipelines. This practice not only supports cocaine
production but also intensifies environmental and social risks in the region. Community leaders
(2024, 0:21) explain, “Our livelihood has always relied on illicit coca leaf crops, and oil looting has
become essential to sustain the narcotics economy.”

Cocaine is far more profitable than any other Colombian crop and could even surpass oil as the
country’s leading export product (Bloomberg 2023; Sanchez 2024). Human rights advocates note
that, after nearly 30 years of substitution programs, farmers still lack the social and economic
support needed to transition to legal crops. Coca remains the most lucrative option, mainly when
farmers process it themselves, which significantly boosts their income (Defensor de Derechos
Humanos 2024, 20:16). Without structural improvements in living conditions and more substantial
state intervention, these communities will continue to rely on illicit crops, suffering from ongoing
social and environmental harm that reinforces cycles of marginalization and exploitation.

1.3.3 Drug Trafficking

Drug trafficking has evolved into one of the primary sources of financing for OAGs in Colombia.
Initially, the ELN remained uninvolved in the coca economy. However, the growing profitability of
drug trafficking, combined with a decline in revenues from extorting oil companies, led the group
to integrate into this illegal activity, adopting practices like those of the FARC (Velandia Jagua
2024, 1:08:57). This integration is evident in the systematic collection of “taxes” at various stages
of the drug trafficking chain: from charging fees to bring in chemical precursors and set up
laboratories, to imposing tariffs for using airstrips and trafficking routes in areas under their
control. As a result, every step in the production and transportation of cocaine generates
substantial income for the ELN and other groups (Luna 2024, 1:09:44).

Beyond drug trafficking revenues, looting crude oil has become a strategic resource, as the
artisanal fuel distilled from it is used in coca leaf processing and to supply transportation along
distribution routes. River corridors, for instance, serve to transport large quantities of fuel in
boats equipped with plastic containers, supplying inputs to cocaine processing labs in jungle
areas (Insuasti Mejia 2024, 21:01). The correlation between the increase in hectares of illicit crops
and the rise in crude oil looting underscores the interdependence of these illegal economies.

This interconnected system has cemented drug trafficking as a vital economic resource for armed
groups, whose financial structures depend on both cocaine production and the exploitation of
looted crude ail.

1.3.4 International Smuggling

According to Barrera Pefla (2024, 27:21), “At first, we believed that everything happening with
Cafno Limdén-Covenas was for pategrillo production, but the numbers did not add up ...” which led
to uncovering the scope of international hydrocarbon smuggling as a crucial funding source for
armed groups in Colombia. These organizations operate complex networks of illicit trade and
money laundering, extracting crude oil from Colombian pipelines and mixing it with smuggled
Venezuelan oil (El Tiempo 2023a). Taking advantage of Venezuela’s trade restrictions, they
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transport the crude on tankers that conduct ship-to-ship transfers in international waters.
Upon entering Colombian territory, they chemically alter the crude and replace seals to conceal
its origin, allowing it to be included in Ecopetrol’s legal exports and generating net profits of up
to US$17 per barrel (Insuasti Mejia 2024, 32:05).

For more than two decades, groups like the ELN have exploited this scheme, establishing front
companies to facilitate money laundering and conceal the illicit origin of crude oil. Insuasti Mejia
(2024, 27:33) estimates that “approximately 67% of the looted crude is destined for international
smuggling operations, while 33% supplies domestic activities such as coca leaf processing.”
Corruption within port authorities and collaboration with business conglomerates have enabled
these groups to operate under a fagcade of legality, blending legal and illegal economies into

a sophisticated structure. This smuggling diversifies the income sources of armed groups.

It strengthens their economic capacity and extends their influence beyond Colombia’s borders,
consolidating hydrocarbon smuggling as one of the most lucrative activities in their criminal
economy (Luna 2024, 1:10:37).

In summary, strengthening the criminal economy surrounding Colombia’s hydrocarbon industry
directly results from state weakness and dynamics where illegal actors maximize profits by
exploiting a strategic resource. The lack of effective control has enabled activities such as
technical smuggling, the production of illicit fuels like pategrillo and its use in drug trafficking
to establish oil as a lootable asset within a fragmented governance context. This environment
perpetuates armed conflict and amplifies violence in strategic regions, where criminal networks
have incorporated looted crude as a cornerstone of their illicit economy. Ideally, breaking this
cycle requires strengthening the state’s capacity to assert territorial control and implement
comprehensive strategies that discourage these practices by targeting the economic structures
that sustain organized crime and its links to the sector. Short of that, understanding that the
Colombian state is weak by design, a more pragmatic approach of collaborating with a wide
range of different actors to break cycles of conflict and violence can also yield results.”

2. FAILURES, WEAKNESS AND VULNERABILITY OF THE COLOMBIAN STATE

The Colombian state’s inability to effectively control and protect hydrocarbon infrastructure

has created a vacuum that facilitates the actions of illegal actors. In areas with minimal state
presence, OAGs and criminal networks find a permissive environment in which to operate
without restrictions and with impunity, taking advantage of the limited response from authorities
(Bejarano and Segura Bonnett 1996; Di John 2010; Pécaut 2015; Rettberg and Prieto 2018). This
context increases the vulnerability of critical infrastructure and directly affects communities and
companies, which must contend with the violence generated by looting. This section examines
how the lack of state presence and failures in security management have turned these regions
into hubs of illicit activity, directly impacting the security of extractive sector operations and the
country’s economic stability.

2.1 Weakness in Control, State Presence and Security Assurance

The Colombian state’s limited capacity to ensure security has been a critical factor in the
hydrocarbon sector’s vulnerability. Neglected regions have become hotspots for illicit activity,
driven by a pervasive sense of impunity. This lack of adequate state control has enabled illegal

2. The city of Medellin has taken a pragmatic approach that has yielded some results in lowering previously very high
levels of violence (Blattman, Duncan, Lessing and Tobdén 2023). For an overview of the challenge of criminality for
governance in Latin America, see Feldmann and Luna (2022).
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actors, including OAGs and criminal networks, to exploit weak enforcement mechanisms to loot
infrastructure with little fear of consequences (Rettberg and Prieto 2018). The resulting insecurity
undermines the country’s energy and economic stability, fuels conflict and erodes the state’s
legitimacy in these regions.

This state weakness has facilitated the emergence and simultaneous consolidation of multiple
illegal actors in the country’s most vulnerable regions, which coincide with strategic areas for
hydrocarbon exploration and exploitation. This institutional fragility has allowed OAGs, such as
the now-defunct FARC, the current FARC dissidents, the ELN and other common criminal and
organized crime groups, to operate unchecked, taking advantage of the power vacuum to
expand their activities and engage in the looting of oil resources (Rettberg and Prieto 2018, 137).1%
As Barrera Pefa (2024, 5:12) points out, “There is no effective state control or presence ... The
state has not effectively addressed this phenomenon. We must target the leaders who generate
this criminal activity ...”

In this context, public security forces’ permanent presence and territorial control are essential

for the extractive industry’s activities. In regions where such presence is nearly non-existent,
illegal actors operate without restrictions, exert territorial control and obstruct any attempts

at state intervention. The geographic characteristics of approximately 9,000 kilometres of oil,
multiproduct and propane pipelines primarily explain this phenomenon (Sarmiento Eljadue 2020,
30). As Lloreda Mera (2024, 10:02) states, “This is facilitated by the environment, as we are talking
... about corridors where there is no presence of public security forces ... and surveillance is not
easy. Therefore, there are no deterrent factors.” While public security forces respond effectively
to high-profile or high-impact incidents,™ their lack of consistent presence limits their capacity

for control.”®

In the absence of public security as a realistic option, the Colombian government adopted private
financing of state security as an alternative. Since the mid-1990s, the Colombian government has
regulated the relationship between companies and illegal actors, warning that payments for
kidnappings and extortion fuelled violence and reinforced the armed conflict (Velandia Jagua
2024). Companies were encouraged to support legitimate authorities through agreements with
state security entities. These agreements enabled the establishment of public security bases in
strategic areas near oil infrastructure. For instance, the British Petroleum Company financed a
military base in Casanare, covering food and amenities for soldiers assigned to security duties
(Velandia Jagua 2024, 26:26). Similarly, in the country’s south, the presence of public security
forces responded to the oil industry’s demands for security and public order (CNMH 2015, 278).

¥ According to information gathered by FIP, between 1986 and 2015, the groups attributed with most actions against
the hydrocarbon industry’s infrastructure were the FARC and the ELN, respectively. It is worth noting that “throughout
the 90s, the ELN was responsible for more than 70% of the actions, while in the 2000s, the FARC accounted for more
than 50% nationwide” (Sarmiento Eljadue 2020, 35).

4 Lloreda Mera considers these situations a cultural factor in that only large-scale thefts of crude or refined oil will
attract attention and prompt action from public security forces. Reflecting on this issue, Lloreda Mera (2024, 45:24)
compares it to another context, such as crime in Japan, stating: “Crime is low there largely because criminal
organizations ensure it stays low, and there seems to be a tacit agreement with the police, which says that as long as
homicide rates remain low, we do not touch them. Here, it seems everyone can coexist.” Returning to the Colombian
context, a similar phenomenon occurs in Medellin, where, in the absence of effective state control, gangs govern
certain areas, resolve disputes and provide security to locals (Blattman, Duncan, Lessing and Tobdén 2024).

> The challenges of combating illegal valve installations are evident in operations such as the one described in an
interview with Insuasti Mejia (2024, 42:47): For example, dismantling a single illegal valve in Catatumbo, Norte de
Santander, required the deployment of over 600 soldiers and police officers for more than a month. However, upon
completing the task and conducting monitoring, “we see not one valve again, but five more.”
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However, this type of financing sparked debates in the Colombian Congress and high courts'™
regarding the appropriateness of oil companies funding public security. Criticism focused on the
potential creation of enclaves” financed with national resources, delegating the responsibility for
security to private entities, and on the armed forces’ obligation to be held financially accountable
for damages to oil infrastructure (El Tiempo 1995, 1996b). The discussion revolved around

the limits and risks of privatizing public security. In response, some companies resorted to
controversial practices, such as hiring security services from extralegal organizations (Medina
Gallego 2005). As Velandia Jagua (2024, 29:21) concludes, “some multinationals ended up
managing security in an extralegal manner ...” Despite these controversies, agreements between
companies and the state remain in place due to the state’s limited capacity to ensure security in
strategic regions and the ongoing need to protect oil infrastructure — effectively normalizing
shared governance arrangements where private actors play a central role in providing public
security (Rettberg and Prieto 2018).

2.2 Adverse Policies and Institutions for the Hydrocarbon Industry

Adverse public policies targeting the hydrocarbon industry, combined with a regulatory
framework that is difficult to enforce, have created a favourable environment for criminal
economies in Colombia to grow through the looting of this sector’s infrastructure. This context
represents a scenario where illegal actors find incentives to exploit the system’s weaknesses,
failures and vulnerabilities without facing direct consequences. The lack of effective control over
activities related to hydrocarbon extraction and distribution has externalized the costs and risks
to the state and society, which now bear the consequences of the inability to exercise sovereignty
and control in these areas of oil and gas activity.

Implementing peace policies has significantly contributed to the vulnerability of extractive
sector infrastructure in recent years, creating a clear example of a moral hazard. While aimed at
fostering stability, these policies can inadvertently encourage risky behaviours or expose critical
infrastructure to exploitation by actors who take advantage of weakened security or governance
gaps. These policies have reduced the role of public security forces, weakening their capacity

to deter, prevent and counter illegal activities, leaving infrastructure more exposed to looting.
Following the peace process with the FARC, according to Luna (2024, 21:15): “Public security
forces reduced their intensity and operational momentum, losing many of the capabilities they
had previously achieved. Today, this results in critical shortcomings.” Furthermore, the current
“total peace” policy and ceasefires with groups such as the ELN have created a scenario in which
public security forces are unable to counter illicit activities, such as crude oil theft, for fear of
violating the ceasefire. However, as Velandia Jagua (2024,1:20:25; Cifuentes Quintero 2024)
warns, in the event of any ceasefire breakdown, “the bombings will return because that is how
the war has been waged.”

In addition, the Colombian government’s energy transition policy — adopted by the current
administration of President Gustavo Petro — aimed at gradually reducing dependence on
hydrocarbons through a ban on new explorations, has also created moral hazard conditions in
the oil industry (ACPG 2024; Olawuyi, Gonzalez, Mostert, Montoya and Banet 2024; Schwab and
Combariza Diaz 2023). While this policy promotes the use of cleaner energy sources, it has led

6 On this matter, the Constitutional Court issued a ruling in Judgment T-651 of 1996, stating that this type of
collaborative agreement between private actors (oil and/or mining companies) and state institutions constitutes a
contractual arrangement that “addresses special circumstances to promote security and tranquillity, particularly in
cases requiring the surveillance of legal entities engaged in activities of public utility.”

7 Scholars understand these as “economic exploitation zones linked to the global market with a low level of integration
into the local economy” (Rettberg and Prieto 2018, 145).
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operating companies to adopt a cautious stance regarding new investments in infrastructure
protection. According to Lloreda Mera (2024, 1:06:00), “It makes sense to invest in making
pipelines less vulnerable, but under the current policy, convincing operating companies to
allocate resources will not interest them, as they will not see a return.” This has left the industry

in what Lloreda Mera calls “observation-survival mode,” where companies avoid taking risks while
assessing the energy policy’s implications. Moreover, without clear tactical agreements, each
company acts according to its risk aversion level, contributing to a paralysis in strategic decision-
making necessary to improve infrastructure security in the short term (Lloreda Mera 2024, 1:15:18).

From a regulatory perspective, the challenges affecting fuel distribution in Colombia stem not

only from gaps in the legal framework — such as those embedded in Decree 1073 of 2005 —

but also from persistent limitations in its implementation. These weaknesses have facilitated

the proliferation of illegal practices, particularly in border regions and remote areas (Martinez,
Marulanda and Barreto 2019). One major issue is the absence of effective monitoring and
enforcement mechanisms. For instance, according to a human rights advocate (2024, 29:52),

“in Putumayo, tanker trucks arrive carrying thousands of gallons of gasoline, which are not
destined for gas stations but instead, operators unload them at coca processing laboratories.”

In border areas, the unusual volume of fuel and the proliferation of gas stations “should trigger

all alarms” (Lloreda Mera 2024, 19:45). On one hand, it is legal for an individual to transport up to
220 gallons of gasoline, but “public security forces lack the technical tools to verify the type of fuel
and can barely check the quantity” (Insuasti Mejia 2024, 25:16). On the other hand, the regulatory
framework also enables permissive entry conditions for fuel commercialization. As Insuasti Mejia
(2024, 1:03:10) notes, “opening a gas station is very easy ... the requirements are minimal — you just
need the money for the infrastructure.” Together, these regulatory and operational deficiencies
create a permissive environment for fuel diversion and its integration into illicit economies.

2.3 Complicity and Corruption

Complicity and corruption have enabled and incentivized the persistence of looting the
hydrocarbon sector’s infrastructure in Colombia. These dynamics have undermined efforts to
control criminal activities related to hydrocarbons, fostering an environment in which public
officials and former sector employees find incentives to collaborate with criminal organizations

in exchange for individual economic benefits. The lack of immediate and practical consequences
for those involved in these acts creates a perception of impunity, further entrenching corrupt
behaviour. In this context, public officials, law enforcement agents and former employees of oil
companies — actors who are supposed to ensure the sector’s security and operational stability —
instead facilitate illegal activities, externalizing the costs of their actions onto the state and society.

Public officials who engage in illegal activities related to the hydrocarbon sector have played a
decisive role in facilitating the looting of the country’s energy infrastructure. As Rettberg and
Prieto (2018) conclude, the exploitation and distribution of “black gold” have inherently included,
among other factors, a significant propensity for corruption. The lack of adequate state presence
in certain regions has allowed corruption to infiltrate institutions otherwise responsible for
ensuring security and control. As a result, “police officers, military personnel, and local authorities
have been arrested in operations led by the Office of the Attorney General,” highlighting the
extent of the issue (Barrera Pefla 2024, 6:37). This corruption undermines the state’s ability

to exercise sovereignty and strengthens criminal networks by facilitating their operations and
allowing them to act with greater impunity. Complicity also affects key entities such as the
National Directorate of Taxes and Customs (DIAN), where “evidence shows complicity in
granting nationalization to smuggled hydrocarbons,” thereby enabling the illegal importation

of fuels (Insuasti Mejia 2024, 20:26).
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Moreover, former employees and contractors from companies operating in the hydrocarbon
sector — including public entities like Ecopetrol and private firms — have played a key role in
looting infrastructure, optimizing illicit operations and enhancing the efficiency of criminal
networks (El Tiempo 2023b). However, current evidence does not yet allow a clear distinction
between behaviour patterns across different types of companies. The technical sophistication
with which these activities are carried out, such as installing valves on high-pressure pipelines,
suggests that many of those responsible possess advanced technical knowledge acquired
through their experience in the industry. According to Insuasti Mejia (2024, 1:19:40), “We have
found evidence that former employees have supported these operations, which has reduced the
frequency of accidents, injuries, and even fatalities during the illicit installations.” Barrera Pefa
(2024, 20:23) also highlights a case in Teorama, Norte de Santander, where “Engineers who at the
time worked for a Venezuelan company crafted a valve that operated continuously for 12 years ...
and did so impeccably.” This situation is not new; employees managing fuel transportation
schedules participated in sophisticated theft networks as far back as the 1990s.

In conclusion, Colombia’s hydrocarbon sector is highly vulnerable to looting and criminal activity.
This vulnerability stems from the interaction between state weakness and dynamics that
incentivize opportunistic behaviour. The state’s limited capacity to ensure effective control and
security in strategic regions has created an environment where public and private actors make
risky decisions without fully facing the consequences. Institutional fragmentation — evidenced
by overlapping mandates, weak inter-agency co-ordination and the outsourcing of key state
functions — combined with the lack of constant oversight, facilitates the actions of criminal
networks and corrupt practices that exploit power vacuums to take advantage of infrastructure.
At the same time, public policies such as ceasefires and the energy transition have weakened the
state’s preventive capacities, leaving the sector more exposed. These moral hazard conditions
create incentives to transform oil into a lootable resource, offering high rewards for illegal actors
and minimal perceived costs, perpetuating a cycle of insecurity and fuelling the criminal economy
to the detriment of national stability.

3. SECURITY AND INFRASTRUCTURE PROTECTION

The protection of hydrocarbon infrastructure in Colombia faces significant challenges stemming
from the fragmented responsibilities for ensuring the protection and security of hydrocarbon
infrastructure between the state and private companies, from widespread looting to inadequate
risk management and security strategies. In some cases, third parties have assumed this
responsibility despite lacking the incentives or capacity to effectively safeguard the infrastructure.
Transport companies and contractors often treat losses as operational costs, limiting their response
to merely reporting damages rather than adopting proactive measures. Similarly, oil companies
have deployed technologies that fail to prevent large-scale looting. Compounding the issue,
certain economic actors profit from recurring damages, as repairs create business opportunities
for suppliers. This section explores how outsourcing responsibilities, risk calculations and partial
solutions have perpetuated a cycle of vulnerability, undermining both the operational and
economic security of hydrocarbon infrastructure.

3.1 Operation Without Guarantees

Since it was built, Colombia’s hydrocarbon transportation infrastructure has been subject to
continuous damage due to looting. This damage has not only caused physical harm to the
infrastructure but also meant that “the crude oil or refined products entering the pipeline simply
do not exit on the other side in the same volume” (Lloreda Mera 2024, 1:01:50). The FIP
(Sarmiento Eljadue 2020, 34) report highlights that 2001 and 2013, years marked by the




intensification of the armed conflict, saw the highest number of incidents, averaging nearly one
attack per day. Analysts divide the trend of hydrocarbon looting into three periods: a) from 1986
to 1999, when the focus was on crude oil in the Cafo Limén-Covefias and Trans-Andean pipelines;
b) from 2000 to 2009, when the phenomenon shifted to refined products, primarily in the La
Costa and Magdalena Medio regions; and ¢) from 2010 onward, when the focus returned to crude
oil (Insuasti Mejia 2024, 0:25).

The lack of security guarantees and operational instability have forced Colombia’s hydrocarbon
sector companies to adopt extraordinary measures, such as suspending crude oil and refined
product transportation infrastructure (De la Rosa 2020; El Tiempo 2017, 2016). Constant threats
of looting increase operational costs and limit the development of new operations. In response,
companies have shut down operations while awaiting the arrival of repair crews or negotiation
teams. In critical cases, “due to the lack of guarantees, there is no transportation through the
pipeline, forcing them to seek alternative methods and routes, such as the multimodal system
with tanker trucks or river transport along the Magdalena River” (Insuasti Mejia (2024, 21:00).”®
For instance, the Trans-Andean pipeline has been rendered unusable several times due to
accumulated losses, requiring the use of export routes through Ecuador. Similarly, the Cafo
Limon-Coveias pipeline has faced periodic interruptions and operational modifications, such as
flow reversals to other pipelines, due to “terrorist attacks and the significant seizure of control
that have compromised its viability” (Insuasti Mejia 2024, 14:27).

3.2 Third Parties With or Without Interest

From a historical perspective, certain companies have favoured the continuity of attacks on
Colombia’s hydrocarbon infrastructure, particularly in the case of the Cafo Limén-Covenfas
pipeline. This strategic route, built by the Mannesmann company, was marked by substantial
payments to the ELN to avoid interruptions during its construction, which was completed in
1986 (Velandia Jagua 2024, 21:18). Subsequently, other companies took over the pipeline’s
maintenance, establishing informal agreements with armed groups to operate without disruptions.
These companies, specializing in pipeline repair and construction, benefited economically from
the recurring attacks, as “it was very convenient for there to be many bombings in order to have
more work” (Velandia Jagua 2024, 22:30). This model created a cycle of destruction and repair,
driven by economic incentives that encouraged armed groups to escalate the damage (Marin
and Cajiao 2015; El Nuevo Herald 2015).

More recently, the structure of responsibilities in hydrocarbon transportation has diminished
incentives for transport companies, such as CENIT (a subsidiary of Ecopetrol dedicated to
hydrocarbon transport and logistics), to face challenges to implement adequate security
measures. Currently, in the event of terrorist acts, the responsibility for transportation lies with
the crude oil owner, not the transporter (Bermejo Galdn, Lamadrid Gonzalez and Galan Escalante
2017; El Nuevo Herald 2015). The lack of accountability results in a gap where transport companies
limit their response to reporting losses, explaining that “100 units entered, but only 95 exited,”
while attributing the discrepancy to “force majeure situations” (Lloreda Mera 2024, 10:02).
According to Lloreda Mera (2024, 1:06:20), this disconnection fosters a lack of interest in the lost
crude, removing incentives to improve surveillance or invest in security measures. This context
increases the sector’s vulnerability, encouraging looting due to the perception of low resistance.

'8 While pipelines have risks, alternative transportation methods — such as tanker trucks or fluvial routes — are generally
considered more likely to pose environmental risks. These options increase the probability of spills, accidents and
long-term ecological damage, particularly in remote or environmentally sensitive areas.
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3.3 Insufficient Solutions and Technology Strategies

The construction of deeply buried pipelines is a potential solution to reduce the vulnerability

of Colombia’s hydrocarbon infrastructure. Although this method entails higher costs and
complexities due to the rugged geography, it could offer better protection than surface pipelines.
One example is the Ocensa pipeline, whose depth has significantly limited attacks, except for an
incident in Machuca in 1998 (Luna 2024, 15:19). However, this technique is not foolproof, as illicit
valves are often installed through deep excavations, making detection more challenging (Insuasti
Mejia 2024, 26:30). Additionally, landslides in areas with unstable soil present an added risk
(Meléndez Pertuz, Gonzdlez Coneo and Comas Gonzalez 2016). Therefore, adopting this strategy
depends on a cost-benefit analysis: “If the security measures are more expensive than the value
of the stolen crude, companies decide to accept the loss” (Lloreda Mera 2024, 1:06:20).”°

An alternative strategy to mitigate crude oil theft in pipelines is to avoid constructing these
infrastructures near settlements. The proximity of communities facilitates access to the crude,
enabling residents to install illegal connections for clandestine extraction. A representative

case is the Trans-Andean pipeline, where some communities settled directly along its route.

As Barrera Pefla (2024, 8:03) recounts, just one kilometre from the pipeline, “residents had
already connected hoses directly to the pipeline, and in certain areas, they built houses on top

of it. The pipeline is four- or five-meters underground, and they have direct connections to extract
crude and refine it in their artisanal facilities.” This example suggests that placing pipelines in
areas far from settlements could significantly reduce the risk of illegal connections by limiting
physical accessibility to the infrastructure.

Leak detection in hydrocarbon transportation infrastructure is crucial for identifying crude oil or
refined product losses caused by attacks, structural failures or illicit connections. Companies use
advanced monitoring systems that analyze pipeline pressure, allowing them to locate significant
leaks in real-time (Revista Semana 2012). However, according to Moreno Mendieta (2019),

“the pipeline system is outdated and does not have real-time monitoring in most of its sections.”
Furthermore, while these systems effectively detect major disruptions, they are not usually
sensitive enough to identify small, discreetly installed illicit valves. Monitoring is more effective
in detecting multiple illegal connections where pressure variations are more evident (Lloreda
Mera 2024, 55:55). Therefore, while pressure monitoring is a valuable tool, it faces significant
technological limitations in detecting small illicit connections.

Nowadays, various technological projects aim to enhance the security of hydrocarbon
transportation and mitigate losses resulting from infrastructure damage (El Espectador 2015).
According to Insuasti Mejia (2024, 1:04:58), one notable advancement is the development of a
crude oil marker that tracks the flow of hydrocarbons in pipelines, allowing for the identification
of leaks, theft or illicit connections. Companies now use drones to monitor the infrastructure,
allowing them to detect damage or unauthorized manipulations early. Another innovative project
involves the creation of a molecule that turns off the physicochemical properties of hydrocarbons,
making them unusable for cocaine processing. Although these technologies represent significant
advancements, they face the challenge of cost-benefit analysis, as companies and states may be
reluctant to invest in high-risk contexts or those with uncertain returns.

9 This rationale illustrates how moral hazard operates in practice. Companies weigh the financial and reputational costs
of investing in infrastructure protection. When they consider these costs higher than the potential losses — or believe
others will absorb the consequences — they often choose inaction. In doing so, they reinforce a risk environment
shaped by weak enforcement and fragmented responsibility, further undermining preventive investment incentives.
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For these reasons, developing technological solutions that restore oil and its derivatives to their
non-lootable status in the short term is essential. As the only actor with clear incentives and
responsibilities, the state must lead this effort, as uncertainty discourages private investment.
International experiences, such as molecular tagging in Uganda and the United Kingdom, have
proven effective in tracking fuel and making its illegal use more difficult (Moreno Mendieta 2019).
Similarly, prioritizing technologies that render oil unusable for coca leaf processing would
eliminate incentives for its theft. These measures integrated and interdependent with national
security policies, peace initiatives, anti-drug efforts and inclusive development, could protect
critical infrastructure and reduce opportunities for criminal economies.

3.4 Intermediate Solutions

One of Colombia’s most effective strategies to reduce hydrocarbon theft has been targeting

the demand for stolen crude oil and dismantling the logistics supporting its commercialization
(Insuasti Mejia 2024). Instead of concentrating solely on the operators of illicit valves, this strategy
aims to cut off the sales flow, thereby limiting the market available for illegally obtained crude.

In Catatumbo, for instance, there was a period when “the valve operators (valvuleros) had no

one to sell the crude to, illustrating how a lack of demand can stifle illicit activity and reduce

the incentives to install illegal valves” (Insuasti Mejia 2024, 1:06:38). Although challenging to
implement and monitor, this strategy represents an intermediate solution with a preventive
approach. Making the black market for hydrocarbons less profitable discourages theft and
weakens criminal networks at their economic core.

An intermediate solution to protecting hydrocarbon infrastructure in Colombia has been creating
a specialized public security force supported by agreements between companies and the state.
Since the late 1990s, the army has implemented an operational adjustment through energy and
road battalions designed to protect pipelines. This strategy enhanced surveillance and response
to critical incidents, such as bombings, enabling the rapid deployment of specialized units that
ensured security and facilitated access for operators and prosecutors to affected sites (Luna
2024, 15:19). In the early 2000s, inter-institutional agreements were established, such as the one
led by Occidental on the Cafio Limén-Coveias pipeline. The agreement involved public security
forces and a delegated prosecutor, leading to key arrests and providing better insights into
criminal networks (Luna 2024, 18:46). Although these agreements have decreased, they
demonstrated the effectiveness of a specialized public security force with dedicated resources to
mitigate risks to critical infrastructure.

Strengthening formal institutions to address hydrocarbon theft in Colombia includes modifying
criminal statutes with specific and severe penalties. In 2006, the Colombian Congress enacted
Law 1028, which defines the theft of hydrocarbons as a crime with unique characteristics,
encompassing practices such as illegally appropriating crude oil and fuels. This law increased
penalties and declared these crimes non-bailable, sending a strong message of legal severity
against those who harm oil and gas infrastructure (Insuasti Mejia 2024, 5:04). According to
Insuasti Mejia (2024, 7:58), the initial enforcement of this law reduced daily hydrocarbon losses
from 7,200 barrels to just 90, demonstrating its impact on deterrence and control. Thus,
modifying criminal statutes represents a key step in equipping the legal system with robust tools
to protect critical infrastructure and discourage illicit activities.
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3.5 Risk Calculations

In Colombia’s hydrocarbon sector, risk calculation?® has resulted in a permissive attitude toward
losses from looting. Barrera Pefla (2024, 11:33) discusses that companies identify losses through
pressure drops but do not act: “ ... | do not want to judge whether it is abandonment by their
initiative.” Both governments and companies have adopted an approach in which they tolerate
certain levels of damage as an inherent part of the activity. Lloreda Mera (2024, 23:30) points
out that “it seems crude oil theft, regardless of its level of sophistication, is one of those
contingencies the industry must live with ... a problem that has become ‘part of the scenery’
and goes unnoticed by many authorities, companies, and citizens.” Thus, companies view crude
oil theft as an additional operational cost, like other business challenges.

The hydrocarbon sector calculates risk by setting thresholds of acceptable losses, and
companies respond only when those are exceeded. For instance, “if there are 40 pipeline
bombings a year, we are doing fine ... and as long as the daily flow remains around 800,000
barrels, even with ruptures and spills, the situation is considered manageable” (Velandia

Jagua 2024, 25:10). This tolerance reflects the assumption that a certain percentage of losses is
inevitable. However, analysts like Lloreda Mera (2024, 10:02) consider this approach “a mistake,”
as it takes for granted that crude oil is lost without questioning how, where or how companies
can act to prevent it. Furthermore, this perception has led companies to prioritize other risks,
such as social conflict, due to its more significant operational impact. At the same time, crude oil
theft is treated as a minor contingency, attributed to a few “manageable little valves (valvulitas).”

The limited state presence influences risk calculation in the hydrocarbon sector in remote

areas where many operations occur. In these regions, the state does not assume responsibility,

a situation explicitly outlined in the contracts that the National Hydrocarbons Agency (ANH) signs
with companies. As a result, the entire burden and inherent risks fall on the companies (Lloreda
Mera 2024, 23:30). This model reinforces a structural coexistence with losses, undermines the
industry’s response capacity and normalizes a problem that demands a strategic approach.
Instead of viewing losses and risks associated with looting as an inevitable part of operations,
they require a sustained approach beyond reactive management.

To conclude, the Colombian hydrocarbon sector’s vulnerability to looting is closely tied to
dynamics in which state and private actors externalize responsibilities, avoiding full accountability
for their actions or inactions. This fragmentation in responsibility management, combined with the
perception that losses are tolerable as operational costs, creates an environment conducive to the
proliferation of criminal networks. Although technological measures have been implemented, their
effectiveness remains limited due to a lack of clear incentives to prevent looting comprehensively.
In this context, the disconnect among key actors perpetuates a cycle of insecurity, reinforcing

the perception of oil as a lootable resource. Overcoming this challenge requires co-ordinated
strategies that align incentives with adequate infrastructure protection and the sector’s stability.

20 The extractive industry calculates risk by closely linking it to the concept of risk awareness, which suggests that
“companies investing in countries where governments lack the capacity or willingness to fulfill their responsibilities
prepare themselves to face various risks and ethical dilemmas” (Rettberg and Prieto 2018, 146). In this context,
companies accept certain losses as inevitable if they remain within manageable thresholds. However, this practice
normalizes risks such as crude oil theft or pipeline bombings while focusing on areas with a more significant impact,
such as social conflicts that directly threaten operational continuity. This prioritization exposes an ethical dilemma: by
accepting certain losses as acceptable, companies risk neglecting preventive solutions that could mitigate the overall
impact of these contingencies.
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4. RELATIONSHIP WITH LOCAL COMMUNITIES

In the regions of Colombia where the extractive industry overlaps with the presence of OAGs,
local communities face significant vulnerability to the interests of illegal actors, the state and oil
companies. The exclusion of these communities from the economic benefits and decision-making
processes regarding natural resource exploitation has enabled armed and criminal groups to
portray themselves as defenders of community rights and guardians of resources (Luna 2024).
Simultaneously, extractive companies are perceived as entities with limited social commitment,
prioritizing economic objectives over environmental and social impacts in the areas where they
operate. This scenario fosters an environment of exclusion and dependence, incentivizing
communities to collaborate with illegal actors to gain economic benefits or protection.

4.1 Influence, Manipulation and Co-optation

OAGs have exploited the weak state presence in oil-rich regions to position themselves as
defenders of the rights and resources of local communities. For instance, the ELN banned oil
exploration in Indigenous territories, gaining the support of communities such as the U’'wa, who
interpreted this action as a defence of their sovereignty and worldview (Velandia Jagua 2024,
53:31). Similarly, the ELN has conditioned companies to hire local labour and reinvest in the
region, creating what Velandia Jagua (2024, 21:18) describes as an “almost symbiotic relationship.”
In this dynamic, the armed group carries out lootings that damage infrastructure. At the same
time, the companies hire the affected communities to carry out repairs (Velandia Jagua 2024,
21:18). These interventions highlight the tensions among armed actors, companies and
communities in vulnerable areas (Sarmiento Eljadue 2020).

Armed groups have expanded territorial control through social mobilization tactics beyond the
labour sphere; for instance, campaigns such as “Colombia, wake up, they are stealing our oil.”?
The ELN has promoted community rejection of extractive activities and state institutions (Luna
2024, 3:07; Acevedo Guerrero 2013). This strategy places communities in a dilemma: protecting
their territories while relying on goods derived from the industry. Several community leaders
(2024, 24:51) describe this situation as follows: “We say no to exploration ... but we love riding
motorcycles and driving cars.” Furthermore, insurgent influence has led some communities to
defend armed groups and confront the army through riots (Barrera Pefla 2024, 18:56; Quiroga
Rubio 2023b; Revista Semana 2023b). In this way, insurgents combine coercion with apparent
benefits to instrumentalize communities and consolidate territorial dominance.

In regions controlled by illegal armed groups, fear and constant pressure severely restrict the
actions of local communities. Out of fear of reprisals, these populations avoid speaking out or
reporting their conditions due to armed intimidation. Several human rights advocates (2024, 8:34)
describe the situation as follows: “Communities living under armed control have always been
afraid to engage in dialogue, speak out or openly report these situations because of the
intimidation and threats posed by armed groups, taking advantage of the minimal institutional
presence in their territories.” This situation worsens due to the state’s absence and the lack of
adequate defence mechanisms. Although some communities have organized Indigenous and
campesino guards to protect their territories, these initiatives remain limited against the OAGs’

2 The argument that foreign companies “steal” Colombian oil disregards the industry’s demands and complexities.
As Rettberg and Prieto (2018) point out, this industry is highly exclusive, requiring multimillion-dollar, long-term
investments with high levels of risk and returns that may take decades to materialize. The Colombian state lacks
the financial and technological capacity to exploit oil independently, so it relies on partnerships with companies that
can assume these risks and make the necessary investments. These partnerships do not represent looting; instead,
contracts regulate them to guarantee benefits for the state, such as royalties and taxes, which play a crucial role in
financing national development.
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power. As one community leader (2024, 20:31) explains: “Imagine what it is like for an Indigenous
or peasant guardian to face someone armed with nothing but a stick.”

Territorial control and the lack of economic alternatives allow criminal groups to co-opt
communities through economic pressure and violence, thereby reinforcing these populations’
dependence on illegal activities. As Barrera Pefa (2024, 1:09) explains, “Economic motivation
enables criminal groups to exert greater capacity to co-opt and instill fear in communities.”

As a result, communities are forced to collaborate inillicit activities, such as crude oil looting,
despite being fully aware of the environmental damage and harm to their territory. This coerced
participation yields minimal economic benefit for the communities while subjecting them to

a cycle of dependency and fear, where armed groups maintain proper control. These groups
“force the community to carry out this work” and use violence as a tool of power

(Barrera Pefa 2024, 12:10).

Consequently, in regions controlled by OAGs, a culture of illegality has emerged, where illicit
activities are normalized and legitimized as a means of subsistence. This phenomenon is
particularly evident in contexts lacking formal economic opportunities. Insuasti Mejia (2024,
22:54) explains: “Decades of systemic neglect and societal dynamics have established a culture
of illegality. These criminal activities are seen as normal work. For them, it is not delinquency;
for them, it is work.” In such an environment, illegal activities provide not only immediate income
but also become ingrained in local identity and serve as a form of resistance to the absence of
state support. Consequently, communities engage in these activities and actively support armed
groups by obstructing military interventions, which perpetuates structures that reinforce the
territorial control of these groups.

4.2 Environmental Impact

The illegal extraction of oil and its clandestine refining in rural areas have caused severe
environmental damage, impacting local communities that rely on essential water resources.

In regions like Putumayo, where potable water and sanitation services are inadequate, the

looting of crude oil contaminates rivers and aquifers, worsening the critical water access crisis
(Caicedo 2023; El Tiempo 2022). Sarmiento Eljadue (2020, 97) highlights how this has disrupted
the relationship between communities and their environment. A human rights advocate (2024,
6:19) explains, “Local communities see contaminants affecting their streams and water sources,
particularly in rural areas.” The region’s environmental characteristics, including high humidity
and heavy rainfall, exacerbate the issue by accelerating the spread of pollutants into underground
aquifers, which extends and intensifies the damage.

Illicit refining, such as the production of pategrillo, worsens this situation. The process uses large
volumes of crude oil, converting only a tiny fraction into gasoline while dumping the remainder
into the environment, contaminating rivers and soils (Sudrez 2020). Insuasti Mejia (2024, 27:12)
explains: “The procedure involves taking the crude oil, depositing it in underground pools

and subjecting it to high temperatures for the distillation process. As a result, they achieve
approximately 67 per cent yield, while the remaining 33 per cent is dumped into water sources.”
This process permanently damages the vegetation and the community’s water supply.

In response to this devastation, Barrera Pefla (2024, 39:07) suggests that private companies
implement compensation and environmental remediation plans, including phyto-remediation,
hydro-remediation and reforestation programs, actively involving local communities. This
collaboration not only helps mitigate environmental damage but also fosters community
awareness and participation in preserving their surroundings, offering an alternative to the cycle
of environmental harm and dependence on illicit practices. Only through a joint effort among
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companies, the state and local communities will it be possible to protect the ecosystem and
improve the quality of life for affected populations.

4.3 Corporate Social Responsibility

In Colombia’s rural areas, extractive companies pose a critical challenge regarding corporate social
responsibility due to their environmental and social impact on vulnerable communities. Amazonian
communities question the legitimacy of an economy prioritizing economic profit over preserving
the local ecosystem. A human rights advocate (2024, 38:15) states: “If a company is going to carry
out its activities, it should take responsibility for the damage it causes to the ecosystem.” This
situation underscores the need for companies to adopt proactive approaches to environmental
remediation and sustainable development. Barrera Pefa ((2024, 34:20) emphasizes: “Companies
know that achieving harmony and security in these territories requires investing in them.”

For communities, merely complying with environmental regulations is not enough; companies
must become strategic allies of the state promoting sustainable economic alternatives.

However, to strengthen the relationship between extractive companies and communities, it is
essential to address the moral hazards resulting from three interconnected challenges: unmet
promises, inflated expectations and compensation management (El Tiempo 2014). Failing to
deliver on commitments — whether due to delays or lack of concrete responses to environmental
and social issues — undermines corporate credibility and creates a sense of abandonment.

A community leader (2024, 8:42) explains: “ ... the community’s complaint in the territory stems
from unfulfilled promises or delayed responses to the problems and impacts caused by oil
extraction.” Additionally, companies often generate disproportionate expectations, which deepen
disappointment when they fail to meet them. Last, economic or infrastructure compensations
face the challenge of meeting community needs realistically. These compensations must align
with expectations for a sustainable relationship and reflect a genuine, long-term commitment.

Negotiation is critical in corporate social responsibility dynamics, especially when public policies
fail to balance corporate and community interests. This lack of policies pushes residents to accept
minimal agreements, creating unequal and conflict-laden relationships. A community leader
(2024, 24:51) explains: “ ... without adequate representation, communities can only sit down

and agree to minimize the impacts as much as possible.” People perceive these negotiations as
transactional, leading to internal divisions: some leaders accept specific benefits, while others
see the company as a threat to both the environment and social cohesion. Luna (2024, 1:08:53)
highlights that communities often view private companies as adversaries because they fail to
adopt a genuine, non-transactional approach. This tension emphasizes the need for authentic
collaboration built on mutual understanding rather than the moral hazards that result from
isolated agreements.

Last, the labour dependency of these communities on extractive activities creates a paradox.
Resource exploitation generates jobs that, although temporary, are vital for the local economy.
However, unemployment immediately impacts the community when operations cease, whether
due to corporate decisions or infrastructure-related issues. Insuasti Mejia (2024, 15:14) explains:
“Not using pipelines to transport crude oil directly affects communities because it leads to
unemployment.” This dependency underscores the need for companies to foster projects and
establish community ties that extend beyond the extraction process. Companies can provide
stability and mitigate the economic impact on communities by developing alternative sources
of employment if extractive activities halt.
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In summary, the relationship among local communities, extractive companies and armed groups
in Colombia reveals a complex interplay shaped by moral hazard dynamics. The absence of
effective governance has enabled the co-optation of vulnerable communities by illegal actors,
who position themselves as protectors or providers in a context of economic exclusion and state
neglect. This instrumentalization, combined with the perception that companies disregard social
and environmental impacts, perpetuates a cycle of dependency and vulnerability that sustains
cycles of violence and illegality in these regions. Breaking this cycle requires the state and
companies to involve communities in participatory governance frameworks, promoting
sustainable economic alternatives that reduce their reliance on illicit activities. Without a
structural and inclusive commitment, inequalities and conflict will remain entrenched, hindering
the development of these regions.

CONCLUSIONS: THE PRICE OF WEAKNESS

The Colombian hydrocarbon sector faces a critical vulnerability: it has been transformed into

a systematically lootable resource. This phenomenon is not coincidental but deeply rooted in

the structural weakness of the state and institutional fragmentation, which foster dynamics of
moral hazard. Addressing the hydrocarbon sector’s vulnerability comprehensively highlights
that, in Colombia, state weakness is a deeply entrenched structural phenomenon serving specific
historical and economic interests. This weakness is neither an accidental byproduct nor a
temporary phase. It represents a deliberate design that has enabled the coexistence of unequal
power structures and extractive economies while severely limiting the state’s capacity to provide
public goods and assert effective territorial control.

Mazzuca (2021) notes that Latin American states, particularly those shaped by extractive
economies, were not designed to ensure effective control or promote social inclusion.?? This
historical design clarifies why state weakness in Colombia is not an anomaly but a functional
feature that underscores its “exceptional efficacy” in preserving these structures. Viewed

through this lens, the Colombian state is not weak by accident but is an exceptionally well-crafted
weak state. Its inability to fully exercise sovereignty and deliver public goods is not the result of
technical flaws but predictable outcomes of a historical framework that prioritizes specific
interests over others. Acknowledging this reality is fundamental to understanding the price of
weakness — how vulnerability dynamics, reflected in the relationship between hydrocarbon looting
and the criminal economy, are embedded and perpetuated within this structural framework.

This analysis reveals that vulnerability stems directly from a complex interplay of institutional
factors, opportunistic dynamics and fragmented governance. The state adopts a reactive and
disjointed approach, limiting its capacity to address the problem comprehensively. At the same
time, sector companies treat losses as manageable costs, reduce preventive investments and
outsource security to third parties with little incentive to prevent damage. OAGs take advantage
of state fragility and operational weaknesses to loot crude oil, using it to fund illicit activities that
perpetuate conflict. Last, local communities, confronted with limited economic alternatives, are
pressured into co-operating with illegal actors as a survival mechanism. While they gain short-
term benefits, they ultimately shift the burden onto the state and companies. These findings
underscore the pressing need to tackle the structural dynamics that undermine energy security,
sustain criminal economies and deepen regional conflict.

22 See also Brinks, Levitsky and Murillo (2020) and Acemoglu and Robinson (2012), who discuss weak and ineffective
institutions more generally, while Chowdhury (2018) challenges scholars to understand that weak states are the
norm internationally.



State weakness is a central axis for understanding the Colombian hydrocarbon sector’s
vulnerability, creating optimal conditions for these risks to emerge. The state’s failure to exercise
effective territorial control and safeguard critical infrastructure creates power vacuums that illegal
actors fill by exploiting strategic resources for financial gain. This situation highlights a disconnect
between macroeconomic management and inadequate territorial governance, particularly in rural
areas with entrenched historical conflicts. Consequently, the bi-directional relationship between
state weakness and sectoral vulnerability manifests in a vicious cycle that perpetuates insecurity
and entrenches the structural inequalities fuelling the conflict.

Moral hazards emerge as a central dynamic in shaping interactions among actors in the
hydrocarbon sector. The absence of effective regulation and territorial control enables actors
to act opportunistically, shifting responsibilities and costs onto the most vulnerable segments
of society. While this behaviour may seem rational within a context of state weakness, its
cumulative effect exacerbates structural vulnerability by eroding the state’s ability to enforce
order and deliver public goods. The interplay between state weakness and moral hazard
underscores the urgent need for innovative governance that tackles this challenge’s structural
drivers and practical outcomes.

This study argues that moral hazard is a powerful analytical lens that reveals how structural
incentives operate in chronic state weakness. In Colombia, moral hazard is not a theoretical
abstraction — it materializes in everyday decisions shaped by fragmented authority, asymmetric
risk distribution and systemic impunity. These dynamics do not stem from individual immorality
but from institutional logics that enable actors to avoid accountability while sustaining extractive
practices and governance vacuums. By interpreting moral hazard as a structural condition rather
than a moral failure, we shift the focus from the behaviour of isolated actors to the architecture
of a system that rewards inaction, opportunism and complicity. This theoretical insight deepens
our understanding of why the hydrocarbon sector remains vulnerable and why efforts to reform
it must confront the institutional incentives that normalize disorder and perpetuate inequality.

Addressing this challenge demands a transformative approach beyond merely correcting failures
and tackling the structural conditions that sustain the sector’s vulnerability. Since state weakness
is not an accidental flaw but a functional and deeply embedded condition, interventions should
prioritize adapting governance structures, enhancing state capacity where feasible in critical
regions and pragmatically reshaping the economic incentives that sustain criminal economies.
While institutional strengthening is achievable in some contexts, other scenarios require a
pragmatic approach, fostering collaboration with a diverse range of state and non-state actors.
Such a shift in perspective is essential to address the root causes of hydrocarbon looting and

to advance an inclusive and sustainable development model that transforms this issue into an
opportunity to bolster regional stability and governance. Unless actors address this with the
urgency it warrants, the cost of weakness will continue to manifest as insecurity, inequality

and missed opportunities.
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